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SIP Profile configuration

SIP is the VoIP protocol of the Callisto Platform. Via a SIP Profile, general SIP settings can be configured.

1. Add a new SIP profile or copy the Standard SIP Profile via Device > Device Settings > SIP Profile.

Check Redirect by Application.
2. Add a new SIP Trunk Security Profile via System > Security > SIP Trunk Security Profile.

For non-secure communication: For encrypted communication:
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It is crucial to set Outgoing Transport Type to 
UDP.

You can use the settings as seen as on the
screenshot.
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SIP Trunk configuration

Via a Cisco Unified Communications Manager SIP Trunk, incoming calls are forwarded to Callisto, where
outgoing calls will be set up.

Add a new SIP Trunk via Device > Trunk

Check Transmit UTF-8 for Calling Party Name

For Encrypted Communication: Check the SRTP option.
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At Call Routing Information, check Remote-Party-ID and Asserted-Identity.

At Inbound Calls, check Redirecting Diversion Header Delivery – Inbound.

At Outbound Calls, check Redirecting Diversion Header Delivery – Outbound.

Via SIP Information, enter the Callisto IP address at Destination Address.

For non-secure communication, set Destination Port to 5060.

To encrypt the communication, set this port to 5061.

At SIP Profile, select the profile you have setup in point 1.1.

At SIP Trunk Security Profile, select the profile you have setup in point 1.2.

All Calling Search Space related settings have to be configured according the overall CUCM configuration.
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Configuration of route pattern

Callisto terminated internal numbers can be defined via Route Patterns. This applies to numbers of Voice
Mail, Conference and OIM applications, and others.

Select Call Routing > Route > Hunt > Route Pattern and add a new route pattern

Enter the internal voice mail number in the field Route Pattern.
This number must be identical to the number entered in the Callisto system at System > System Parameter.

Select the newly configured SIP Trunk via Gateway > Route List.

Use wildcards for the route pattern number if you want to define a range of numbers.

X: single digit (e.g., 99XX)
!: any digit (e.g., 99!)
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Configuration of Callisto services

The settings in this step activates the Callisto Phone Services at the Cisco IP phones.

1. Go to Device > Device Settings > Phone Services
2. Add a new service
3. for the service URL use: http://<Callisto IP address>/cisco/services.asp

Subscribe this service to the phone.
You can either subscribe it directly in Device > Phones > Subscribe/Unsubscribe Services or trough a profile
at Device > Device Settings > Device Profile > Subscribe Services

Set the Service Provisioning to internal or both, depending on your needs. This can be done in the phone
settings directly or as above in the Device Profile.
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Configuration of Voice Mail Pilot
number

The settings in this step define the Callisto Voice Mail number in the Cisco Unified Communications
Manager. Also, the Voice Mail keys on Cisco's IP phones are configured for Callisto.

1. Open Default via Voice Mail > Voice Mail Pilot.
2. Enter the Callisto Voice Mail number.
3. Check Make this the default Voice Mail Pilot for the system

This number must be identical to the Voice Mail number entered in the Callisto web menu via System > 
System Parameter.

Open Default via Voice Mail > Voice Mail Profile.

Select the the new configured Voice Mail Pilot at Voice Mail Pilot.
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Configuration of MWI numbers

Add Message Waiting numbers via Voice Mail > Message Waiting. These are used by Callisto to switch the
MWI lamp on and off.

1. Select Add New.
2. Enter a free internal number and set Message Waiting Indicator to On.
3. Enter another number and set Message Waiting Indicator to Off.

These two numbers must be entered in the Callisto system at System > System Parameter.

Page 10/27Platform - Configuration of Cisco UCM



Add application user

Callisto needs an application user to access the Cisco Unified Communications Manager.

Callisto uses three main access modes.

AXL access
Phone Web Access
CTI with JTAPI (COC proxy option)

Within the Callisto appliance system, there is no need to distinguish between those connection methods.
Therefore, the following description is simplified by exemplifying the configuration of one application user
with one user group and the corresponding roles.

This user is used in Callisto for both accessing CUCM and for phone authentication. The COC proxy user is
applied automatically. Please refer to the Callisto and COC administration manuals.

Add user group

Go to User Management > User Group and add a new group.

Assign roles

The following roles can be assigned to the user group:

Role Description
Standard AXL API Access Grants access to the AXL database API.
Standard CCM Admin Users Needed to get extended information from phones.
Standard EM Authentication Proxy Rights Grant access to extension mobility logon information.
Standard RealtimeAndTraceCollection Grants access to the phone status.
Standard CTI Enabled* Enables CTI application control.
Standard CTI Allow Control of Phones supporting
Connected Xfer and conf*

Allows control of all CTI devices that support
connected transfer and conferencing.

Standard CTI Allow Call Park Monitoring* This role is needed for the parking feature of COC. It
should be added even if the parking feature is not
used.

*Those roles are available if the COC Proxy option is active on Callisto.

Add application user

1. Go to User Management > Application User to add a new user.
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2. Assign all devices and profiles to this user.

To select all entries, click on the first entry and then press shift-end on your keyboard to extend the
selection to the last entry.

3. Add the group you configured above.
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The roles will be visible after adding the group.
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Activating services

Change to Cisco Unified CallManager Serviceability.

1. Open Tools > Service Activation.
2. Activate both Services Cisco IP Voice Media Streaming App and Cisco AXL Web Service.
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Activating CDRs

Stay at Cisco Unified CallManager Serviceability.

1. Go to Tools and choose CDR Management.
2. Create a new entry as following:

The reports should be enabled and configured in Callisto before you make these settings.
3. Enter the Callisto IP address and configure the credentials, which you have already entered in 

Callisto Reports > Settings.
4. The protocol must be set to SFTP and Resend on Failure can be left set.

Go to Cisco Unified CM Administration.

1. In System / Service Parameters, choose your CUCM Server and select Cisco CallManager.
2. Enable the flag CDR Enabled Flag.
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Configure recording

Following steps are necessary if you want to use the Callisto Recording feature.

On Cisco Unified Communictions Manager V10.x or later mobility and off-network conversations can be
captured using Network-recording. Please refer to the Cisco Recording documentation.

Turn on IP phone BIB to allow recording

The Built In Bridge of the agent phone must be set to On to allow its calls to be recorded.

Alternatively, you can set the Built-in Bridge Enable service parameter to On and leave the Built In Bridge in
the Phone Configuration window set to Default. Use the Device > Phone menu option in Cisco Unified
Communications Manager Administration to perform the necessary configuration.

Configure tones for Recording

Set the service parameters for playing a notification tone to True to allow playing it either to agent only, to
customer only, or to both.

Go to System > Services (Cisco Callmanager) and set the parameters to your needs.

Configure codec for recording

Set the service parameters for the used codecs.
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Recording is only supporting the G.711 codec.

Set G.711 A-law and µ-law to Enabled for All Devices.

All other codecs must be set to Enabled for All Devices Except Recording-Enabled Dev.

Create recording profile

1. Go to Device > Device Settings > Recording Profile menu in Cisco Unified Communications
Manager Administration to conduct the necessary configuration.

2. Enter the recording profile name, recording calling search space, and recording destination address.
3. Add a route pattern to Callisto for this recording destination number.

This destination number must be configured in Callisto Recording Option. Refer to the Callisto
Administration Manual.

Enable recording for a line appearance

To enable recording of an agent, set the Recording Option in the line appearance of the agent.
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Go to Call Routing > Directory Number in Cisco Unified Communications Manager Administration to conduct
the necessary configuration.

To enable the automatic and manual recording during and at the end of a call, set the Recording Option
parameter to Automatic Call Recording Enabled.

This setting can cause massive traffic to Callisto and might be very demanding on computing capacity. Also,
each recording will use a line license.

To save a record during or at the end of the call, Callisto Services are used for this. Refer to the Callisto
Administration Manual.

Set the recording Profile to the profile you created before.

Only for Cisco Unified Communications Manager v9.x and higher

If you want to start a record manually only, set the parameter to Selective Call Recording Enabled.
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With this setting, the recording is starting at the actual point of the call. This is invoked by a softkey
configuration on the Cisco Unified Communications Manager as described in the next chapter.

Add the record softkey or programmable line key to the device template

This configuration is optional and only available with Cisco UCM v9.x and higher.

To allow a user to start and stop recording from a Cisco IP device, add a record softkey or programmable
line key to the device template. This function can only be used if the phone line Recording Option in the
chapter above is set to Selective Call Recording.

To add a softkey, go to Device > Device Settings > Softkey Template in Cisco Unified Communications
Manager Administration to create or modify a non-standard softkey template. Configure the softkey layout
for the call state connected to have the Record softkey in the selected softkeys list.

To add the Record programmable line key, go to Device > Device Settings > Phone Button Template in the
Cisco Unified Communications Manager administration. Enter the button Template Name, Feature, and 
Label.
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Configure External Call Control

To use External Call Control in Callisto, External Call Control must first be configured in CUCM.

Configure External Call Control Profile

Go to Call Routing > External Call Control Profile and add a new External Call Control Profile.

In the field Primary Web Service put the URL of the Callisto CURRI web
service: http://callisto:80/curri/curri.asp .

Replace callisto with the respective IP address or domain name.

After setting up the External Call Control Profile, the trigger point needs to be set. At the trigger point, the
UCM’s routing logic decides which route request is chosen.

In UCM versions 8.x and 9.x, the trigger point can only be set to the translation pattern. In version 10.0x and
higher, two new trigger points are added: Route pattern and directory number.

Translation pattern as trigger point

Go to Call Routing > Translation Pattern and add a new translation pattern or configure an existing one.

In the External Call Control Profile field set the External Call Control Profile that is configured as described
above.
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Route pattern as trigger point

Go to Call Routing > Route/Hunt > Route Pattern and add a new route pattern or configure an existing one.

Set External Call Control Profile to the one that you created, as described above.
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Directory number as trigger point

To use a directory number as a trigger point, go to Call Routing > Directory Number and set External Call
Control Profile field to the one that you created, as described above.
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It’s enough to set External Call Control Profile to the called number for External Call Control to work.

Announcement over External Call Control

To be able to play an announcement over the External Call Control, before a call gets put trough, you have
to modify the SIP Trunk profile from the SIP Trunk, which is connected to the PSTN.
Go to your Cisco Administration web interface, then Device > Device Settings… > SIP Profile and choose
the profile which is used by the Trunk connected to the PSTN. Head down to the paragraph Trunk Specific
Configuration and set the parameter SIP Rel1XX Options to Send PRACK, if 1xx contains ‘SDP’.
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Enable Transport Layer Security
(TLS)

Enable TLS between Callisto UCM and Cisco UCM to encrypt their connection and achieve a high security
level.

Download certificate from Callisto

In the Callisto web interface, go to System > System Parameters > SSL Configuration (Top right corner) > 
Downlad PEM.
If there are no certificates yet, create a new self signed certificate… and download it.

Head back to System Parameters and make sure that the box under Miscellaneous > Secure SIP (TLS,
SRTP) is checked.

Upload certificate to Cisco UCM

Open the Cisco UCM interface in your web browser and select Cisco Unified OS Administration in the 
Navigation in the top right corner.

Go to Security > Certificate Management > Upload Certificate and upload the certificate that you previously
downloaded from Callisto.
Choose CallManager-trust as the certificate purpose and provide a user friendly description like Callisto.

Device security profile
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Select now the Cisco Unified CM Administration in the Navigation in the top right corner and head to System
> Security > SIP Trunk Security Profle and then Add New.

Fill in the profile information as following:

(Name and description are examples)

If you are not already using secure connections it might be that the LBM Security Mode is set to insecure.
To change this, head to System > Enterprise Parameters > Security Parameters > LBM Security Mode and
change it to at least Mixed.

Create trunk

Create a new Trunk under Device > Trunk as described above under SIP tunk configuration.

Use the previously created Device Security Profile, set the Destinationport to 5061 and use the Callisto IP
as Destination Address.

Now the Trunk is ready to be used as a secure connection, to do so define a new route pattern and use the
created trunk as the Gateway / Route List to route the desired calls trough this trunk.
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